
Ch t 4Chapter 4
L2 Handoff Scheme in IEEE 802.11L2 Handoff Scheme in IEEE 802.11 

Wireless Networks

P f Y h Sh ChProf. Yuh-Shyan Chen
Department of Computer Science and Information 

EngineeringEngineering 
National Taipei University



Outline

 Introduction
 Related work
 DeuceScan: Deuce-based fast handoff DeuceScan: Deuce-based fast handoff 

scheme
 Performance analysis
 Conclusions Conclusions

2



Introduction

 In IEEE 802.11 Std., an mobile host (MH) needs to 
perform a full scan (11 channels) operation duringperform a full scan (11 channels) operation during 
a handoff procedure, and it wastes much time. 

 The entire handoff delay time is divided into probe, 
authentication, and reassociation delay time. The 
probe delay occupies the most handoff delay time.
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11 channels in 2.4 GHz



Layer 2 Handoff ProcessLayer 2 Handoff Process 



Introduction

 This work proposed a fast handoff scheme, called 
DeuceScan to reduce the probe delay for 802 11DeuceScan, to reduce the probe delay for 802.11-
based WLANs.

D S h tili ti t l h t DeuceScan scheme utilizes spatiotemporal graph to 
provide the spatiotemporal information for making better 
handoff decisions to exactly search for the next APhandoff decisions to exactly search for the next AP.

 DeuceScan scheme is a pre-scan approach, partial-
scan approach, and two factors of signal strength and pp , g g
variation of signal strength are both considered in our 
DeuceScan scheme.
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Comparisons of the existing fast handoffComparisons of the existing fast handoff 
protocolsp
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DeuceScan: Deuce based fast handoffDeuceScan: Deuce-based fast handoff 
scheme

 Spatiotemporal graphs
Th D S f t h d ff h The DeuceScan fast handoff scheme
 Deuce procedure with signal strength
 Deuce procedure with variation of signal strength
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Spatiotemporal graphs

 Composed of a lot of spatiotemporal triangles 
which are established at distinct time and placeswhich are established at distinct time and places.
 The current triangle presents the first three closest APs

near an MH (largest RSS)near an MH. (largest RSS)

E h MH ill it i di id l Each MH will possess its own individual 
spatiotemporal graph.
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An example of construction ofAn example of construction of 
spatiotemporal graphs (1/3)p p g p ( )

 The full pre-scanning operation needs to be 
performed if an MH enters a new locationperformed if an MH enters a new location.
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An example of construction ofAn example of construction of 
spatiotemporal graphs (2/3)p p g p ( )

 A triangle is constructed by three APs, AP1, AP8, and 
AP11.
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An example of construction ofAn example of construction of 
spatiotemporal graphs (3/3)p p g p ( )

 Construct a new spatiotemporal graphsp p g p
A spatiotemporal triangle list = 
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The DeuceScan fast handoff scheme

 For reducing the layer-2 handoff latency which 
utilizes spatiotemporal graphs to provideutilizes spatiotemporal graphs to provide 
spatiotemporal information for making better 
handoff decisions to exactly search for the next APhandoff decisions to exactly search for the next AP.

 Adopting two factors of received signal strength
and variation of received signal strength.
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Deuce procedure with signal strength

 The deuce procedure is used for confirming 
whether the RSS received from an MH at somewhether the RSS received from an MH at some 
place are stable by continuously probing nearby 
APs and judges if it needs to change the currentAPs and judges if it needs to change the current 
spatiotemporal triangle.

 We denote a deuce procedure with signal strength
as DS(α,β).
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Deuce procedure DS(α,β)

 After initial full scan we select the APs which have 
the first α+3 strong RSS receiving from the MH tothe first α+3 strong RSS receiving from the MH to 
form a scan cycle, and this presents that there are 
still α APs for selecting if the full scan has astill α APs for selecting if the full scan has a 
mistake.

 Successive β scan cycles form a deuce window.
 It is stable means that the RSS magnitude order in each 

scan cycle of a deuce window are the same.
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An example of DS(α,β)
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De ce proced re ith ariation of signalDeuce procedure with variation of signal 
strengthg

 When the variation of successive two RSS of an 
AP is positive the MH moves away from this APAP is positive, the MH moves away from this AP.

 An MH can be aware of its moving direction (to be 
l t t b di t t f AP ) dclose to or to be distant from some APs) and 

determine which is the next AP when handoff.
 We denote a deuce procedure with variation of 

RSS as DV(α,β).
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An example of DV(α,β)
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Simulation results

Simulator: NCTU-NS simulator
Si l ti tSimulation parameters
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Performance metrics
 Handoff latency
A delay time between an MH moving itsA delay time between an MH moving its 

association from one AP to another.
 Packet loss Packet loss
The number of all lost packets during handoff of 

an MH.
 Link qualityq y
The average received signal strength of an MH 

during a period of time
28

during a period of time.



Handoff Latency vs SpeedHandoff Latency vs. Speed
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Handoff Latency vs. # of APs



Handoff Latency vs. Speed



Packet Loss vs SpeedPacket Loss vs. Speed
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Packet Loss vs. Number Neighbor of APs
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Link Quality vs. SpeedLink Quality vs. Speed
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Conclusions

 This paper presents a new fast handoff scheme, 
called DeuceScan to reduce the probe delay forcalled DeuceScan, to reduce the probe delay for 
802.11-based WLANs.

 A spatiotemporal approach is developed in 
DeuceScan scheme to utilize spatiotemporal 
graph to provide the spatiotemporal information for 
making better handoff decisions to exactly search 
for the next AP.
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Introduction

 To support VoIP (SIP service) over Wi-Fi 
wireless networkswireless networks

 To develop a new Layer-2/3 Fast Handoff 
Mechanism for VoWi-Fi with
A cross-layer design (layer-2/layer-3)A cross layer design (layer 2/layer 3)
 Low handoff latency (seamless handoff)

K i iKeeping session



Our New Achievements

 Layer-2/3 Fast Handoff Mechanism for 
V Wi Fi t i th h d ff l tVoWi-Fi to improve the handoff  latency
 Layer-2 handoff: DeuceScan schemey
 Layer-3 handoff: Peer-to-Peer fast handoff 

schemescheme
 Low overhead and low handoff latency



Scenario

MAP: Mobility Anchor Point 
AR: Access Router
HA: Home agent
CN: Corresponding Nodep g



Layer-2/3 Handoff Latency over WLAN
MN old AP old FA new AP new FA

Lost data

HA
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new APs
② Delay due to the
802.11 authentication /
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④ D l d t th
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Registration Request

Registration Request

④ Delay due to the 
Mobile IP registration 
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④
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Registration Reply
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Data forwarding
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Objectives

L2 Handover
Layer2/3 fast

Deuce
Scan

L3 Handover

Service disruption time
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handover with P2P P2P + MAP …

Full Scan

Service disruption time
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Mobile IPv6 
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FA+AR …Full Scan
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Candidate-AP Detection Function

 To provide useful information 
to cross layer 2/3 handoffto cross layer-2/3 handoff 
scheme 

D S DeuceScan
 HMIPv6 + P2P

T id if ibl did To identify possible candidate 
APs
 To utilize signal strength 

(variation) and moving history



Two Basic Solution - Layer 2 
H d ff PHandoff Process 

• Probe delay ≈Probe delay 
300ms ~ 600ms

A th ti ti 40• Authentication ≈ <40ms

• Reassociation ≈ <20ms

•Goal：
Probe delay < 50 msProbe delay < 50 ms



Selective Scanning

Full scanning (1~11 channels)
Probe delay > 200 ms

Selective scanning (1, 6 and11 channels)
Probe delay < 100 msProbe delay > 200 ms Probe delay < 100 ms



Skip Probe Phase

To monitor the status of APs beforehand



Our Layer 2 Solution: DeuceScan
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Layer 3: Original HMIPv6 Scheme

HA
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Our Layer 3 Solution:Our Layer 3 Solution:
P2P Mechanism based on HMIPv6
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The Handoff Latency of our Scheme

 Current IP and CN IP
S b t t bl Subnet awareness table
 Channel
 MAC
 SNR
 Subnet 

 Continuously pinging CNy p g g
 Record RTT per 300ms



The Flowchart of P2P Solution

WLAN WLAN

Visited domain - Provider Home domain - Consumer

1. Visitor credentials checkWLAN WLAN

2 Negotiate6 Balance OK: Proceed

Visitor Visitor Visitor Negotiation

2. Negotiate6. Balance OK: Proceed

Negotiation Session Negotiation
g

Listener

5 St t

Subnet CheckSubnet Check

3. Request service

4a. Subnet Checking

5. Start

Subnet CheckSubnet Check
4b. Balance check



P t P F t H d ffPeer-to-Peer Fast Handoff -
Subnet Awareness Table
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AP1
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AP2
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AP3
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AP4
channel 6

MN1

AP1 MAC1 SNR1 Subnet1
AP2 MAC2 SNR2 S b t1AP2 MAC2 SNR2 Subnet1



P t P F t H d ffPeer-to-Peer Fast Handoff -
Subnet Awareness Table
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P t P F t H d ffPeer-to-Peer Fast Handoff -
Subnet Awareness Table

Subnet1 Subnet2

AP1
channel 7
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AP4
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MN1 MN2H e l l o
Broadcast

H e l l o
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AP1 MAC1 SNR1 Subnet1
AP1 MAC1 0 Subnet1
AP2 MAC2 SNR2 Subnet1
AP2 MAC2 SNR2 Subnet1
AP3 MAC3 SNR3 ?
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AP4 MAC4 SNR4 Subnet2



P t P F t H d ffPeer-to-Peer Fast Handoff -
Subnet-Awareness Table

Subnet1 Subnet2

AP1
channel 7

AP2
channel 8

AP3
channel 1

AP4
channel 6

MN1

AP1 MAC1 0 Subnet1
AP2 MAC2 SNR2 Subnet1
AP3 MAC3 SNR3 Subnet2
AP4 MAC4 SNR4 Subnet2
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Cross-Layer Design



Comparisons of Handoff Latency
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Comparisons of Handoff Latency
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Layer-2 and Layer-3 Handover Latency

The comparison of handover delay (ms)p y ( )
Experiment 1 2 3 4 5 6 7 8 9 10 Avg.

Layer-2 Full scan 457 236 434 317 566 321 241 364 216 274 343

DeuceScan 140 101 141 140 137 139 143 94 142 101 129

MIP 6 4963 6606 4814 6637 5457 6021 5720 5980 6816 6606 5962
Layer-3

MIPv6 4963 6606 4814 6637 5457 6021 5720 5980 6816 6606 5962

HMIPv6 2383 2864 2498 2327 2214 2634 2901 2970 3052 2833 2668

HMIPv6 + 1202 1437 1304 1463 1613 1444 1279 1748 1624 1569 1468HMIPv6 + 
P2P

1202 1437 1304 1463 1613 1444 1279 1748 1624 1569 1468



Overall Layer-2/3 Handover Latency

The comparison of layer-2/3 handover delay (ms)p y y ( )
Experiment 1 2 3 4 5 6 7 8 9 10 Avg.

Full scan + 5420 6842 5248 6954 6023 6342 5961 6344 7032 6880 6305

Layer-
2/3

MIPv6

Full scan + 
HMIPv6

2840 3100 2932 2644 2780 2955 3142 3334 3268 3107 3010
HMIPv6

DeuceScan + 
HMIPv6 + 

P2P

1342 1538 1445 1603 1750 1583 1422 1842 1766 1670 1596

P2P



Our Results

DeuceScan + 
HMIPv6 + P2P

Full scan + 
HMIPv6

Full scan + 
MIPv6
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Conclusion

 We propose a new handoff strategy, Layer-
2/3 F t H d ff M h i f V Wi Fi2/3 Fast Handoff Mechanism for VoWi-Fi
 Layer-2 handover using DeuceScany g
 Layer-3 handover using Peer-to-Peer Fast 

Handoff mechanismHandoff mechanism
Combining the advantages of two mechanisms 

to decreasing handoff latency for VoWi-Fito decreasing handoff latency for VoWi-Fi
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