—_—

—

ERNBRAEEHMRBEBRUBAMBETIREBRBR AR T %
Video Deepfake Detection using Remote Photoplethysmography Feature and

Machine Learning
LAAME C BF SR RS T
R R4 3%: PRI-NTPUCSIE-111-004
HATHIR D111 506 A £ 112 5 06 A

“RHE

RAVHERS B B9 B 3R IR ER B 22 B B AR 45420 R
QBT DR FETE L BB NER - PR HUE
BRI ER T ZAEHRA
Vector Regression (SVR) ~ Support Vector
Classification (SVC) XA A& Multilayer Perceptron
(MLP) 5 LA B AR 4584 A AR 35 RIAER T
Convolutional Neural Network (CNN) »
Short-Term Memory (LSTM) A & EfficientNet ° %1
A T # 48 deepfake B ¥ 5 Deepfake Detection
Challenge(DFDC) ~ Celeb-DF #v FaceForensics++ %
VEINRBARE N - BHER DR BEMRASE
o W AINRER > —HAHRRER > BEBEES
WREERRE MR CET RIGTEHL T
o -

Support

Long

~ i

MEALEERERBSSERMOES S
B@ AW RN SR ) o AT A B
B4 & LR IRAT FlR T BRE A RS
AR R E R AR LB T T E T deepfake 18 B
T HPrig 6 g AL o

RAVRAIIE R LR B B EFAE AN EF
e B B3R 6 78 B 45 E 40 deepfake B9 B RE- TR T /1
EFEMHI 0 BEHF S A M deepfake A 4937
B bl e B0 H A HE R ARG B S ey
Bl wHAL R R T EABE -

IMEE B AT L&A A & 89 deepfake 18 B AR

> 18/ B &Y deepfake 18R4T — A H 2 A — B8
Weh g R 4w 48 deepfake 18 Bl L F

Deepfake Detection Challenge(DFDC) % — 4 #4 4% 74
EZHBBHNERRELRE 65.18% 69 EFEE > FTIA
AP Hx 4437 4 deepfake 1ARIZEIRE B o

= BEEAH A

1B H &

HEARERE T RAIIRA AR EE A 1A R
R B E BRI - ABAFHOR A A AR R S
BeRFH A DI E > BBERHAERGEEER
HRGERH T BB BB RBTEAEMBFERLIR
SR L6 o HAME R 89 £ 18R] 7k & remote
Photoplethysmography(rPPG)[2]48 3k F &
Chrominance-based rPPG(CPPG) & GRGB
rPPG(GPPG)

rPPG A& 18 A R4t 84 R 4p R B 2 B kg i
AR BLJE 4 B e R S AL By A 0 FT B4 1 rPPG
RETRR SR ~ opR F A IR

KPAF R BE T BT RAIRER R4 RIE
) R EAT deepfake AL FA - HG T EREH
BEAFBEFRERE  RERS =AM Bt
A M T SRR B de SRR B T Bk e R R AL MR
B E RE > BB RS E R B ARG RE
fragit £ & K> RIBLE — AT o

Epidermis

B — : rPPG 4RIty B 38 5B



a1
a1 ]

1. B

(b) #RERROI

(@ WAE R

.

2. AR EQ

(a) MAEA

»
-

(b) #EERROI

=

ARARFA AR 0 B R 144 IR rPPG #5830
b5 0 B & AME A CPPG 3k GPPG B AX, rPPG °
CPPG R BERBHEEFHVCHEE A LT ¥ EEE
(chroma channel)rPPG > GPPG R| £ 423 RGB &%
% Hubk &8 B rPPG e

2.5 SR

A1 84 22 45 5 A intel #9 FakeCatcher[3]% & &Y
BATEALR  BAEE o B = 0 RIFAED AT
RS RAI S 25 R R AR BB
IR A B R B E AT IR - MRS A Rk
1T% R BB ~ #EATE ROI ~ B ROI B9
CPPG/GPPG # {4 ~ i 4T feature/CPPGMap/CPPG 3R
RRAE MR REKAKBSEERREEE N
AR BEAAR AT HRBT R -BREZB TR
4~ SVM (Support Vector Machine) ~ SVC (Support
Vector Classifier) » SVR (Support Vector
Regression) * R 2 B A 6245 CNN(Convolutional
Neural Network) ~ EfficientNet[4] ~ LSTM(Long
Short-Term Memory) * & %= 3[R 4230 A4 f% o
2-1. BEHY

ERBHMEAGY R BTHEL 30 M > WAL
1£ B Google Ffl# 89 ARAR RIAE 28 mediapipe[5 AR E
B3R & 0 3B A EAR H R &) landmark &AL B b1 E]
BT AR £ - ARBAE T ROIE =)
He % A7 A ROI EAT 5 @4 E CPPG & GPPG

« N ..

(c) P 4EERCPPG/GPPG

(c) 7 4BERCPPG/GPPG

L _' Feature 1|

.l —= [Featuro2] | B

== N
: | lsve

= Featurs 42 W

(d) Feature $2HY  (€) Moaei raining

. — BH

.. — (d) CPPGMap CNN

.- B Efficenthet
: LsT™™
W

(e) Model training

(d) CPPGER B

CEREAE

\ W §
B = : #ER3F ROI
IR

BB RR—E10s R €4 300 BEMR ~ &
B Bod F RO &AM &L 180 tA A —4 > Hax
Birg 2o Mub$ —4 443 1~180 49 ROL~ % =
WA HYE 3~182 89 ROL» LAL$EdE - HEH B a e
=4 ROI % %] 47 CPPG A & GPPG #9428 > — %
TR 6 IR EI PR R TH 6176 EHIR(E
FHAE®D) -

stride=2
stride=2

61

B 4% ROI o4

BAR e Em0 6 BRI EAT 42 AT
B ok —FRo 0 KA feature AW K4 0
%1% F1~F3~F4 # Last > & % A *#Z32 9 18 feature



oY A 4E Ry FR AR R B 5 Y feature 18 B 89 ) &8 4o

TF
A.GPPG narrow pulse first (3)
3+ E GPPG #3% spectral correlation &% A& °
B. GPPG narrow pulse second (4)
3+ & GPPG 3% spectral correlation & % = K{&°
C. GPPG STD (15)
3t 5 GPPG 3RIRuyRE £ -
D. GPPG mean std of differences (19)
Je3t H—# 30 M8 GPPG MIRARE £ > BArf
1Mkt EARE L HE K 180 1A > A HATA
R Z G FHE -
E. GPPG RMS STD (20)
3+ E — %W GPPG 33589 root mean square *
RALFS 1 FPH 25 180 18 > LT H AT A root
mean square &9-F341E °
F. CPPG std of mean values of 1 sec windows (24)
3+ CPPG #U3R 4 30 ey -F34944 » B — i
BB —RPHME - REBATH FIE R E
£ o
G. CPPG mean std of differences (26)
EEE D AR - 2 £ £ AGIRA CPPG
H. CPPG RMS STD (28)
1ER B E A8 > % £ W ARIRA CPPG °
I. CPPG Shannon entropy (30)
3+ & CPPG 3% &) Shannon entropy °

A% AR E B e S T AR ey A

# SVR ~ SVC & MLP > £ %% F3 SVR & SVC * &
B AL A - B o BB £ £ X A sequential forward
selection #9 A HLEI NG 4FL o B AT g F
RS AHEAL 9 EAEEL SVC R Ry 76% Ek
$ o

2:2. EEHER

S B A AF AR A B N 6 AT F 3R IR B A 8
by F ERARAL 0 AR B RARRE T ROI(E
A BESLROLI Y1k 32 & o s o

Feature#msh = 77l Feature 78
1 F1 meanCsd
2 F1 maxCsd
*3 F3 GPPG narrow pulse first
*4 F3 GPPG narrow pulse second
5 F3 GPPG avg energy
6 F3 GPPG max spectral autocorrelation
7 F3 CPPG narrow pulse first
8 F3 CPPG narrow pulse second
9 F3 CPPG avg energy
10 F3 CPPG max spectral autocorrelation
11 F3 CSD narrow pulse first
12 F3 CSD narrow pulse second
13 F3 CSD avg energy
14 F3 CSD max spectral autocorrelation
*15 F4 GPPG STD
16 F4 GPPG std of mean values of 1 sec windows
17 F4 GPPG std of differnces
18 F4 GPPG RMS
*19 F4 GPPG mean std of differnces
*20 F4 GPPG RMS STD
21 F4 GPPG mean of autocorrelation
22 F4 GPPG shannon entropy
23 F4 CPPG STD
*24 F4 CPPG std of mean values of 1 sec windows
25 F4 CPPG std of differnces
*26 F4 CPPG mean std of differnces
27 F4 CPPG RMS
*28 F4 CPPG RMS STD
29 F4 CPPG mean of autocorrelation
*30 F4 CPPG shannon entropy
31 F4 CSD STD
32 F4 CSD std of mean values of 1 sec windows
33 F4 CSD std of differnces
34 F4 CSD mean std of differnces
35 F4 CSD RMS
36 F4 CSD RMS STD
37 F4 CSD mean of autocorrelation
38 F4 CSD shannon entropy
39 Last GPPG auto correlation mean
40 Last GPPG auto correlation max
41 Last CPPG auto correlation mean
42 Last CPPG auto correlation max

F — 1 42 #F features[6][7]

\ >

B A #ERMR R ROI

BRAEM 128 ta A — 4 > FaZ MR 2
a0 IE 1~128 A —4 > %% 3~130 BH—4 > K1k
18/ 4 $2 B CPPG 3k » — 18/ & & & 32
1B3RE% > — 3% R & A 87x32 B IK(E A2 3H A E

I WY
7N) °



Iﬁﬁﬂéﬁﬁ?mﬁﬁﬂﬁﬁwﬁ PSR

2
L

stride=2 3

stride=2

I

87

B 75 & ROI »4a

# 1% & model training & A a9 A > IS PR
A 89 F —#% 8 CNN - EfficientNet & LSTM ° #1
X 48 A ) R A =& FA4 & B — & Dropout #) CNN
A EfficientNet ° £ A S AN B3R5 X B 5 AR
CPPG 3k % A B & CPPGMap ° CPPG 33k % 7 B
Bp & 5445 2] 89 CPPG 3t £ s B A % 5% - CPPGMap
Al AN e CPPG #RU3E > ¥4 b oh B3 5% 3t
H 9 CPPG R34 R 4B > —# normalize 2| 0-255
&) & [ Ak A — 18 CPPGMap([8 ) °

—_—

+  CPPGMap

HE R F 2 A% H CPPGMap £ A% >
18 #5417 8 3 4 7R A CNN 2 A 4T R 2 5 @34 18
EfficientNet &9 & AR AR AT A BB A @ F
49 CPPG IR EIY Bl (B \)E 28R » AT iR eh &
REFEEH 2 £ > A CPPG HIEE B 4)
EfficientNet > ##£ £ % 73% ©

B\ : CPPG 3R B

3.E A RT X

31 BHEHE

Fr B RED G EREREBY R Gyt p R
) 54 £24P7 52 AR S 42 B ROI %) DFDC & k4 &
#HRBRARR 703 2B R AP A 278 3 0 B L3
RERGEAR G RAB PR 2 BABD R - k&

ARBEREBITHERB R RO ERNEN T X RER
BB PR - AR KA R R AR K e L] 44
P Aoy 18R B B R E B AE 1 69 deepfake 5 kR
BEAR— LTHEERACTE -

BRABHETOE R B MREBCRE T
4v FaceForensics++#8 % h K % & 25fps > ML &
#4440 DFDC #& Celeb-DF /& 30fps * & 7 &A1&
EF R 7@ rPPG &) 0 AR F AR R BAT
BEMER G EZRS st H T EMAARMRE TR
& B4 30 MEyH R 1E AN
32 MEBRERY

JRAAE 6 B 3R A A2 AINEGR B JE w090 &
TRT FHF A% RBEEUA T A realtime IRE &Y
mediapipe © T #H7 % R 69 RA] 0 &3 AE A TR
IREAAF R ERGETRE S —ARE - fRIRAER
MRt B h 0 BABA R E -

3-3. Ay

B P 5 B APT 2 4R R SR A U R g R
—HBE60% A BiE L ERT RSB RH
MaAsA BN E  REERARMSE 6 PPG
open source code $2HH R BAE R EIE > £ R ik
REMSFf2 XG5 > BER L R -

e B A2 45 e 38 0 BN BT F 8 R X
3R H F A MRS ONN 2848 0 PRI R R3S %
AT B CE BILTRAAFEER A THHE
i 2k 89 CPPGMap #% CNN B4 893 KA °

W~ ERREREFE

A A 2|89 B4 AR A DFDC[8] ~ Celeb-DF[9] *
Face Forensics++[10]2A & B T.i& E1Eey
DFDC+Celeb-DF & # 4 » i3 £ 18 & 4 & & deepfake
detection 483k ¥ F & 0 B M & > K = A RMEA 2|
AT EREEBRYR#HE -

HRHEE BER# BER#E
DFDC 70 2178
Celeb-DF 282 287
FaceForensics++ 239 238
DFDC+Celeb-DF 267 278

R EAMEABBAEE
LA E B A A A BB SRR A AR
= BB A T 2R BT AR 0 E T
S IAE By 45 R A A Celeb-DF & HHE 3R IR 69 984



BNkt SVC A » EZER A 076 -

Model A& R Accuracy Precision Recall F1
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